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Abstract. The future of the nuclear non-proliferation regime is once again questioned. In the mid-nineties, the international 
community was thinking to be able to fix nuclear non-proliferation for some time. The instruments to prevent 
nuclear proliferation have been considerably strengthened and some have been added. An additional protocol has 
been adopted to give the IAEA, the means to detect undeclared activities, nuclear export controls have been 
reinforced, the NPT has been indefinitely extended, the CTBT has been open to signature and a mandate for a 
cut-off treaty adopted. But all hopes have vanished. At the dawn of the 21st century, the horizon is blurred. The 
pace of additional protocol is very slow. Forty-eight NPT countries have no safeguards agreements. Countries 
outside NPT will not join it soon. CTBTO will not enter into force in the coming years. The cut-off treaty is still 
in the limbo at the CD. At the same time, new worrying challenges to the IAEA safeguards and the nuclear non-
proliferation regime as a whole have sprang up. North Korea has withdrawn from the NPT and is suspected to 
produce plutonium and enrich uranium for nuclear weapons. Iran is in violation of its undertakings and is 
suspected to conceal a nuclear weapon programme, Libya have unveiled and gave up nuclear ambition. An 
international black market of sensitive technologies from Pakistan has been uncovered. Aside, past negligence 
and resistance to the AP show up (South Korea, Brazil, and Egypt). Involvement of non state actors and nuclear 
terrorism is also a new development to deal with. How to tackle these new fearsome challenges? Some answers 
as PSI, UNSC resolution 1540, G8, have already been given. The answer is probably both political and technical, 
to allow the organisms in charge to recruit highly specialized experts and implement edge technique and to 
actually address the issue as the whole and to give the organism in charge the legal means, including addressing 
the missile proliferation, the reinforcement of the role of the Security Council, the creation of a new inspectorate. 
This document addresses technical and political aspects of the question. 

1. Introduction 

In the dawn of the 21st century, for the second time in fifteen years, the future of the nuclear non-
proliferation regime is once again questioned. New challenges have emerged which call for new 
answers. If the international community is unable to provide responses and agree on ways to 
strengthen it, the cornerstone which balances the thrust between the "have", the "have not" and the non 
parties will fall dawn. Eventually, the delicate equilibrium will collapse. 

In the early nineties, the discovery of the clandestine nuclear programmes in Iraq and North Korea 
questioned the credibility of the non proliferation regime. The positive outcome of the crisis was the 
adoption of a set of multilateral instruments as the Additional Protocol (AP, 1997) [1] to the 

                                                      

* he views expressed herein are those  of the author and do not necessarily reflect the views of the CEA nor the 
French Authorities 
This paper is a short and updated version of an article published in the book "Verifying Treaty Compliance – A 
new Scientific Discipline. Limiting the Spread of Weapons of Mass Destruction by R. Avenhaus, 
N. Kriakopoulos, M. Richard and G. Stein (Eds), SPRINGER 



M. Richard 

2 

safeguards agreements, supported by ad hoc monitoring and verification, aiming to strengthen the non-
proliferation edifice globally, on the basis of the lessons gained and to curb nuclear proliferation, at 
least for some time. The AP greatly enhances the IAEA verification responsibilities, providing 
extended legal and technical means to detect undeclared activities. Rules of the Nuclear Supplier 
Group (NSG) on export of nuclear items have been reinforced to cover the transfer of dual use items 
(1992) and to make the Comprehensive Safeguards Agreement [2] with the IAEA a condition of 
nuclear trade. Negotiations for a Comprehensive Test Ban Treaty (CTBT) were completed in 1996 at 
the CD. In 1994, the CD adopted a mandate for the negotiation of a cut-off treaty to ban the 
production of fissile materials for nuclear weapons. The 1995 Review Conference extended 
indefinitely the NPT and adopted the principles and objectives for nuclear non proliferation and 
disarmament. 

In ten years, the prospects have shifted from hope to pessimism. The hopes seem to have vanished. 
The horizon is getting blurred. The implementation of the Additional Protocol is slow. Thirty NPT 
countries have still not concluded a Comprehensive Safeguards Agreement (CSA). The three countries 
outside the NPT, Israel, India and Pakistan are not expected to join the NPT in a foreseeable future (as 
Non-Nuclear-Weapon State, NNWS) though India seems to get closer to the international norm as 
requested by the recent US India nuclear cooperation agreement. The entry into force of the CTBT is 
not expected in the coming years; in 1998, India and Pakistan conducted nuclear tests. The negotiation 
of a cut-off treaty has not yet started at the CD.  

New disturbing challenges have sprang up. Clandestine nuclear programmes have been discovered in 
several NPT countries. After ten years of dispute with the IAEA and the international community, 
North Korea (DPRK) has broken the "agreed framework" and resumed its nuclear programme, broken 
relations with the IAEA, withdrawn from the NPT. DPRK is strongly suspected of producing 
plutonium and high enriched uranium for nuclear weapons while improving its ballistic missile 
capabilities. Iran has been caught in serious violation of its obligations and is suspected of concealing 
a nuclear weapon programme under the cover of a civilian nuclear one. Iran is also improving its 
ballistic missile capabilities. The good news is that Libya gave up forever any WMD ambition. The 
bad news was the unveiling of an extended foreign assistance in building Libya's uranium enrichment 
programme. Investigations have revealed the existence of an international clandestine procurement 
network based on a black market of sensitive technologies headed from Pakistan by A. Q. Khan. This 
discovery highlighted serious loopholes in the export control of sensitive technologies. Moreover, 
"negligence" in declarations of past activities and resistance to the IAEA strengthened safeguards 
implementation have shown up (South Korea, Brazil, and Egypt).The awareness of nuclear terrorism 
after the 9/11 terrorist attack and possible involvement of non-state actors which could use radioactive 
materials to build a radiological dispersion device (RDD) or fissile material for a crude improvised 
nuclear device (IND) or even steal a nuclear device, have shown up adding to the gloomy background 
of the non-proliferation regime's crisis. The threat of nuclear terrorism then appeared as a major one 
that needed to be specifically addressed through new means. 

Now, the question is how these new challenges could be tackled. New bricks have been added to 
reinforce the edifice to combat WMD proliferation and terrorism. Answers to some aspects of the 
issues have already been given by UNSCR 1540, the G8 Global Partnership, the IAEA nuclear 
security programme, the UN convention on nuclear terrorism, the Proliferation Security Initiative 
(PSI) [3] the amendment of the SUA convention [4] and the Convention on Physical Protection of 
Nuclear Material (CPPNM) and recently, the United States Russia Global Initiative to combat nuclear 
terrorism (July 2006). However, an appropriate answer requires a global approach at political, 
diplomatic, legal and technical levels supported by an efficient monitoring and verification system. 
This approach should definitely draw upon the lessons and experiences gained in dealing with all the 
major events of last fifteen years. 

2. A look backward: A half century of progress 

2.1. Awareness of an arms control and non-proliferation policy 
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Since the fifties the international community has done a great deal of work to develop protection 
mechanisms against and prevent the proliferation of nuclear, chemical, biological and radiological 
weapons (WMD) and their means of delivery through arms control and disarmament agreements. In 
recent years and especially in the aftermath of September 11, the international community has 
increased its to combat nuclear terrorism. The fear of nuclear weapons and their huge power of 
destruction raised the vital need to stop their dissemination and control the spread of sensitive 
materials and technologies without hindering the applications of nuclear energy. A network of legal 
instruments has been set up relying, more or less, on monitoring and verification systems. This 
"fearful dilemma" inspired the speech of President Eisenhower "Atom for Peace" fifty years ago (8 
December 1953) [5] and gave birth to the IAEA [6] (1957). The missile Cuban crisis (1962) triggered 
the beginning of US –Soviet talks on nuclear arms controls and disarmament. At the start of the IAEA, 
only very light verification provisions have been accepted by the Member States [7]. Safeguards 
agreements have been slightly strengthened during the sixties. INFIRC/66/rev.2 agreement (1968) 
covers the front and back ends of the nuclear fuel cycle [8]. It remains the one governing the nuclear 
safeguards in the three States non-parties to the NPT, Israel, India and Pakistan. 

2.2.The milestone of the NPT as the birth of verification 

The prospect of having more than 20 or 30, states possessing nuclear weapons, at the end of the 20th 
century and the increasing risk of nuclear war lead the United States, the Soviet Union and the United 
Kingdom to agree on a treaty to stop the proliferation of nuclear weapons. Only the five having tested 
a nuclear weapon prior to the 1st January 1967 have the legal right to have nuclear weapons. All 
others, by joining the NPT renounce to have nuclear weapons in return, of the access to peaceful use 
of nuclear energy and technologies and the undertakings from the five to pursue negotiations on 
nuclear disarmament [9], freezing the division in “Nuclear Weapon States” which have and “Non 
Nuclear Weapon States” which have not. The indefinite extension of the NPT in 1995 confirmed 
indefinitely this division which is still ruling all nuclear issues. 

2.3. Iraq: the non proliferation regime challenged and strengthened 

2.3.1. 1992: A milestone for compliance monitoring and verification 

In the early nineties the discovery of the clandestine undeclared nuclear weapons programme of Iraq, 
the opposition of North Korea to the verification of the IAEA and the decision of South Africa to 
reveal and dismantle its nuclear weapon arsenal triggered the strengthening of the non-proliferation 
regimes [10] and initiated discussion on new instruments (CTBT, Cut-Off,…) to curb horizontal and 
vertical proliferation of nuclear weapons. Loopholes in the instrument to detect and thwart undeclared 
nuclear activities and materials, to prevent illicit trafficking of sensitive technologies and stop 
clandestine nuclear weapon programme have been identified. Improvements to the regime for the 
detection of undeclared nuclear activities and undercover technology transfers have been set up with 
the additional protocol to IAEA safeguards agreements [1] and the establishment of the dual use items 
list of the Nuclear Supplier Group (NSG) [11]. At the same time, former Soviet Republics agreed to 
joint the NPT, the NPT has been extended indefinitely, and new instruments have been set up as the 
Comprehensive Test Ban Treaty (CTBT) or foreseen as the Fissile Material Cut-off Treaty. 

2.3.2. Value of the Iraqi and North Korean experience. 

Building on the lessons drawn from the implementation of the implementation of UNSCR 687 and 
following and the ongoing, monitoring and verification plan (OMV) [12] by UNMOVIC and INVO 
[13], advanced technologies have been identified as necessary to fill gaps in safeguards verification 
[14]. Iraq was a real "test-bed". From 1992 to 1998, in the framework of the extensive rights of 
verification provided by the OMV plan, new inspection approaches were developed and applied. Iraq 
was a country-wide, open field laboratory where many advanced monitoring technologies as well as 
new verification approaches were implemented allowing participating states and organisations to test 
new monitoring systems, new verification concepts and new technologies as well as to conclude new 
legal instruments, all of them proved valuable in dealing with verification issues in Iran and Libya. 
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Some examples are the local and wide area environmental sampling techniques, the extensive use of 
overhead imagery, aerial and satellite (Figures 1 & 2), the development of open-source analysis and 
the use of third party information, the in-depth analysis of nuclear fuel cycle, the continuous (remote) 
monitoring of processes or equipments, and the development of new inspection techniques: radiation 
monitors, geophysical survey techniques (figures 2 & 14), interview of key personal, search for 
import-export information (see 4.2). As important as the collection of techniques and methods, the 
most important development, essential to forming a coherent picture of a clandestine complex and 
extended programme as a whole, was the analysis and fusion of all type of information. It was not only 
a technological advance; it was also a methodological one.  

 
Iraq/Overhead imagery 

In the framework of the specific context of Iraq 
disarmament, the U2 plane of operation "Olive Branch" 
flew over Iraq under UN flag for a permanent survey of 
Iraqi sites and search for undeclared sites and activities 
Source UNSCOM 

FIG. 1.  

 

 

Iraq/Ground penetration radar testing 

Fielded for a primary testing, a helicopter born 
ground-penetrating radar (antennas on each side) was 
deployed during UNSCOM operation "Cabbage 
Patch" to seek for buried SCUD missiles (1993). 
Source private communication 

FIG. 2.  

 

The provisions contained in the OMV Plan goes far beyond what could be accepted by a State under a 
strengthened safeguards agreement (anytime, anywhere, access to any document, implement any 
technologies and anybody for interview. Although the Iraqi experience was unique, it is worth noting 
that it can be used to draw valuable lessons and translate them into manageable inspection practices, 
i.e. interview of key personals or visit to military sites, to allow the Agency to cope with very complex 
and difficult situations. In one of his reports to the Board of Governors on the implementation of NPT 
Safeguards Agreement in Iran, the Director General of the IAEA noted that, " Given Iran’s past 
concealment efforts over many years, such transparency measures should extend beyond the formal 

requirements of the Safeguards Agreement and Additional Protocol and include access to individuals, 

documentation related to procurement, dual use equipment, certain military owned workshops and 

research and development locations" [15] . 

3. Current situation and prospect 

3.1. Dawn of the century: Resuming challenges 

If in the middle of nineties, the international community could have been confident on its ability to 
curb proliferation of nuclear weapons. But, in few years the hope raised of stemming rapidly the 
proliferation of nuclear weapons in the aftermath of the Iraq and North Korean crisis, has fade away 
for some time. At the dawn of the 21st century new crisis appear that call for urgent measures to 
protect the peace and security. First, after the terrorist attack of September 11th a multiform terrorist 
threat from states of concern and sub-state groups emerged with the possible use of Weapons of Mass 
Destruction. Reponses have been given by the adoption of the nuclear security programme of the 
IAEA and the establishment of national anti terrorism programme and cooperation between them. 
Then, it was the crisis induced by the violation by Iran, North Korea and Libya of their international 
commitments and consecutively the unveiling of a nuclear black market leaded by Pakistan.  In the 
same time, the international community is in a conflict mood between those states which want to 
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access freely to nuclear technologies as NPT parties and CSA states and those states which want to 
restrict the access to sensitive technologies. This conflict is concretised by the inability of the 2005 
NPT Review Conference to agree on measures to redress the situation. In consequence of that mood, 
the pace of implementation of instrument like the Additional Protocol is very slow and somehow 
disappointing. 

3.2. Prospects: A blurred vision of the future 

Now the view on future of international security seems blurred. The pace of additional protocol is 
very slow. Thirty NPT parties have not yet concluded a comprehensive safeguards agreement with the 
Agency. The three countries outside the NPT will not join it in a foreseeable future. The CTBTO will 
not enter into force in the coming years. The Cut-off treaty is still in the limbo at the CD. At the same 
time, new worrying challenges to the IAEA safeguards and the nuclear non-proliferation regime as a 
whole have sprang up, Iran Libya, North Korea once again and other minor crisis induced by 
resistance to the verification and past breaches. If these crises are not to be solved quickly as the Iran 
seems to drawl out, they may undermine significantly confidence of the States in the capacity of the 
international community to maintain the security by preventing the dissemination of nuclear weapons 
and nuclear and radioactive materials to state of concerns and sub state group. 

4. Current situation: Overviews of concerns 

Iran, Iraq, Libya and North Korea have all joint the NPT, the three of them at it earliest. Since the 
sixties, all these countries except Libya have developed or try to do it, all steps of a nuclear fuel cycle 
at diverse degrees: mines, uranium concentration, conversion, uranium enrichment, reactors plutonium 
extraction, often with foreign or international assistance. But they have also taken advantage of this 
assistance and the weaknesses of the then AEA Safeguards to carry out undeclared activities to end up 
to get nuclear weapons. Iran has been caught in significant violations of its undertakings and is 
suspected to conceal a nuclear weapon programme, Libya while giving up its nuclear weapon 
ambition has unveiled a multinational concealed procurement's network. An international black market 
of sensitive items organized and managed from Pakistan has then been discovered. As consequence of 
the additional protocol implementation, past negligence and resistance to the inspection have shown 
up (e.g. South Korea, Brazil, and Egypt). 

4.1. Iraq: no longer a proliferation threat, but? 

The disarmament, the dismantlement of Iraq's clandestine nuclear programme and the monitoring of 
Iraq's nuclear activities under Security Council Resolution (UNSCR) 687 and following was a 
consequence of its discovery after the Gulf war in 1991. Before 1991 Iraq was not subject to any 
particular monitoring and verification under its comprehensive safeguards agreement and was able to 
develop unbothered its clandestine nuclear weapon programme. 

 

Iraq 

Al Atheer: weaponization site 
Source IAEA 

FIG. 3.  

 

 
Iraq: aluminium tubes suspected to be use as part of 

centrifuge but proved being rocket bodies 
Source IAEA 

FIG. 4.  
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After 1998 and 7 years of extensive investigation, the IAEA/Action Team (INVO) has acquired an in-
depth knowledge of all Iraq's clandestine nuclear programme nuclear activities and set up the ongoing 
monitoring [16], though some points remain to be clarified in particular on foreign assistance, 
procurement and know how in centrifuge technologies and nuclear weapons design (Figures 3 & 4). 
Did the A.Q. Khan's network provided Iraq with drawing as it does for Libya and possibly Iran [17]? 
Currently, in the aftermath of the second Gulf war, the threat of Iraq as a state is over. But now, the 

country has fallen into a bloody chaos and has become a heaven for the Islamic terrorists who may 

fuel the threat of WMD terrorism. 

4.2.North Korea: The present threat? 

The first clash took place in 1992 when the IAEA came to verify the North Korea initial declaration 
under its safeguards agreement. Thanks to the US satellite imagery, the Agency discovered an 
undeclared radiochemical laboratory at the Yongbyon and inconsistencies in the declaration. The 
laboratories turned out being a plutonium separation facility (Figure 5). North Korea refused to grant 
IAEA access to its facilities. The UNSC was seized in 1994. Then North Korea withdraws for the first 
time from the NPT. After an agreement between the United States and the DPRK, all its suspicious 
nuclear activities where frozen, the IAEA being in charge of the verification of the effectiveness of the 
freeze. In 2002 after years of dispute between IAEA and DPRK on the verification, came a new crisis 
with that DPRK has declared to be capable to enrich uranium which was suspected since some time. 
Then, North Korea has broken the relation with the IAEA, expelled inspectors, broken the "freeze" 
agreement resuming operation of its 5MWe plutonium production reactor, declared to reprocess spent 
fuel under control (Figure 6) and withdrawn from the NPT. The UNSC has been seized since 2003. 
Six parties talks has been engaged in the negotiation of a new "freeze" but they are stalled because 
Russia and China does not seem to be hurried to take North Korea weight off the United States 
shoulders. Now, North Korea is assumed to possess several nuclear weapons and is threatening to 

conduct a nuclear test. 

 

DPRK/Yongbyon reprocessing plant 

Source ISIS 
FIG. 5.  

 

 

DPRK/Yongbyon, the spent fuel pond 

Source IAEA 
FIG. 6.  

 
4.3. Iran: the threat for to morrow? 

In 2003, following information from an opposition group, IAEA inspectors discovered a large 
undeclared gas centrifuge uranium enrichment programme including the construction of a large plant 
and a pilot plant at Natanz (Figures 7 & 8) and that the centrifuge technology was provided through 
the network headed by Pakistani scientist A. Q. Khan as for Libya. Also they discovered that Iran was 
planning to construct an heavy water research reactor, well suited for plutonium production with the 
associate heavy water production plant at Arak, that it had imported an important stock of undeclared 
UF6 a part of which has been converted to uranium metal at Esfahan (Figure 9 & 10), that it had 
irradiated uranium metal targets and extracted some quantities of plutonium and bismuth targets to get 
polonium-210 which could be use as neutron trigger in a nuclear weapon. As high enriched uranium 
particles on centrifuge parts has been highlighted by environmental sampling analysis, Iranian have 
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not yet provide clear explanation arguing that the parts have been contaminated in the supplier 
country, Pakistan. Suspicion of undeclared activities has been raised for two sites, Parchin (Figure 11) 
and Lavisan-Shian (Figure 12) where the Iranians are very reluctant to grant access. Atop, IAEA's 
inspectors investigating on the 1987 and mid-1990's A. Q. Khan's offers discovered a document 
describing the procedures for the reduction of UF6 to uranium metal and the casting and machining of 
uranium metal into hemispheres, operation clearly related to the manufacture of nuclear weapons. Iran 
has yet to provide the Agency with a copy of that document and clarification. 

 
IRAN / NATANZ 

Fuel Enrichment plant (FEP) satellite view 
Credit ISIS 

FIG. 7. 

 

 

IRAN/NATANZ 

Fuel Enrichment Plant (FEP) inside view 
Capacity 150 t SWU/year for 54 000 centrifuges 

Source Web 

FIG. 8. 

 
 

 

IRAN/ESFAHAN 
Research Centre  

Credit AFP   
FIG. 9.  

 

 

IRAN/ESFAHAN  

Uranium conversion facility (UCF). 
Credit AFP   

FIG. 10.  

 
The absence of declaration of these activities to the IAEA constitutes a serious violation of the 

safeguards agreement. After more than three years of intensive verification the IAEA is still unable to 
clarified uncertainties related to the scope and nature of Iran's nuclear programme and the existing 
gaps in knowledge continue to be a matter of concern. Iran's cooperation and transparency has 
decreased and the additional protocol measures are no longer provisionally implemented. Iran 
continues to procrastinate and responds reluctantly to the IAEA requests. Discussions between the six 
(the P5 + Germany) and Iran have revolved around the suspension of the uranium enrichment 
activities by Iran in exchange for assurances of supplies and other commercial benefits. Iran has 
rejected the proposal and resumed its enrichment activities. The construction of the heavy water 
reactor is still continuing. In spite of the international community efforts, the prospect of a successful 
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resolution of the crisis seems more and more unlikely. Then, following a resolution of the Board of 
Governors, the DG of IAEA has transmitted the file to the United Nations Security Council; 

 

 
IRAN/LAVISAN :A site of concern: What kind of 
activities has been carried out before remediation? 

Credit ISIS 
FIG. 11.  

 

 

 

IRAN/PARCHIN: Missile and explosive test range, 
another site of concern. 

Credit ISIS   

FIG. 12.  

 

The Iranian case raises many questions about the capacity of the IAEA and the States intelligence 
services to detect concealed enrichment activities, about the control of transfer of sensitive nuclear 
technologies, about the right for States to develop nuclear fuel cycle technologies under article IV of 
the NPT and about the role and responsibilities of non-NPT States such as Pakistan in the fight against 
proliferation. As it is clear that Iran's nuclear programme aims to get nuclear weapons, then is Iran 

trying to gain time before withdrawing from the NPT as soon as it will possesses them? 

4.4.Libya: A success story? 

In October 2003, the seizure of maritime transport of centrifuge components occurred and prompted 
the decision of Kaddafi to give up its WMD capabilities and to allow experts from United States and 
United Kingdom to visit its weapon facilities. On December 2003, Libya, after nine months of secrete 
talks with American and British officials, agree to destroy all its WMD capabilities, Nuclear, 
Chemical and Biological, to abide by the NPT, to allow immediate inspection and monitoring and to 
conclude an additional protocol. It appeared that Libya has develop mobile facilities for uranium 
enrichment and has acquired centrifuge components and know how from the nuclear black market 
network of the Pakistani A. Q. Khan, But it appear also that Libya has acquired drawing of a Pakistani 
nuclear weapons from the A.Q. Khan network which raise question about other countries which could 
have benefited of the same information (Iran, North Korea, Syria…?). 

4.5. Pakistan and the proliferation "bazar" 

While investigating the nuclear programme of Libya, the IAEA discovered that the international black 
market of sensitive items, centrifuge technology and know-how, centrifuge components, Pakistani, 
drawings of nuclear weapon design organized by the A. Q. Khan network extended over many 
continents, Africa, South Asia and Middle East and countries among which there were several 
European ones and involved individuals and companies. Moreover, there is well founded suspicion 
that not only Libya and Iran but also North Korea and possibly other countries have benefited from the 
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network. The network headed by A. Q. Khan is probably the most important proliferation issue of the 
beginning of the 21st century. High priority should be given to resolving the problem because it is 
closely linked to the other problems. The overall extend of the ramifications of the existence of the 
network and the nature of the trafficked items is still unknown. A. Q. Khan confessed that centrifuge 
technology was transferred to North Korea, but in exchange of what? Did A. Q. Khan pass nuclear 
weapon files to countries other than Libya? And what about missile technology undercover transfers? 

4.6. Other concerns: Korea, Brazil, Egypt 

As consequence of the Additional Protocol and strengthened safeguards implementation, past 
undeclared activities, some very questionable, have come to light with the extended declaration; at the 
same time, increased resistance to more intrusive inspections developed. In 2004, Brazil refused to 
allow IAEA inspectors to access the cascade hall of its uranium enrichment facility at Resende to 
protect proprietary information. As Brazil wants to develop nuclear energy and become a recognized 
producer of LEU, arrangement has been found between Brazil, IAEA and ABACC but ambiguities 
still remain. In 2004 again, The South Korean government has admitted to the International Atomic 
Energy Agency that a group of scientists secretly produced a small amount of high enriched uranium 
near weapons grade. It also admitted to have separated a small quantity of plutonium. All these 
activities were not declared to the IAEA. In December 2004, Egypt acknowledged that, between 1990 
and 2003, it had conducted experiments involving the irradiation of small amounts of natural uranium 
in its reactors to test the production of fission product isotopes for medical purposes, and that it had 
not reported these experiments to the Agency. 

4.7.India. 

In July 2005, a joint statement between United States President G.W. Bush and India Prime Minister 
Manmohan Singh followed in September by a joint statement between the French Republic President 
and India Prime Minister opened the door for civil nuclear cooperation between India and advanced 
nuclear countries as United States and France to fulfil huge India energy needs. But India is one non 
NPT countries, it possesses a nuclear weapon arsenal and has conducted nuclear test (1974, 1998) and 
their no hope it will joint the NPT in a foreseeable future. But, on the other hand, India could be 
granted of a "rather" good non proliferation record (unlike Pakistan). The US-India joint statement call 
for a clear cut between nuclear facilities dedicated to military purposes and the civilian nuclear fuel 
facilities, the conclusion of a new safeguards agreements and additional protocol with the IAEA and 
support to Cut-off treaty at the CD. Nuclear trade with India requires changing the rule of the NSG 
and US national legislation. In one hand, India will get closer to international nuclear norm and such a 
important country cannot be keep apart. On the other hand, India's proposal of separation is 
disappointing because some important facilities remain dedicated to the production of nuclear 
weapons material and transferring up to date sensitive nuclear technology could in the future turn out 
contributing to the nuclear arsenal modernisation. 

4.8.The threat of nuclear terrorism 

In 2001, the 9/11 terrorist attacks and the awareness of the emergence of a new threat accelerated the 
work on the prevention of terrorist acts and the mitigation of their consequences. The 9/11 attack and 
the development of sub state group activities in a context of regional crises (Afghanistan, Iraq, Iran, 
Chechnya, former Soviet Union Republics) have increased the importance of measures to prevent  
terrorist actions. To this end, the international community has developed new instruments and 
strengthened existing ones as the amendment to the Convention on the Physical Protection of Nuclear 
Material (CPPNM, 2003), the adoption of the Security Council Resolutions 1373 (2001) and 1540 
(2004), the United Nation International Convention for the Suppression of Acts of Nuclear Terrorism 
(2005) and the nuclear security programme set up by the IAEA (2002) to help member States improve 
the security of their nuclear and radioactive materials and of the installations which contain them. 

5. How to answer the new challenges? 
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To strengthen the nuclear non-proliferation regime to face the new challenges, the approach should be 
both a political one with the definition and effective implementation of new tools and a technological 
one to provide these tools with the best technologies in order to enable them to respond efficiently to 
these challenges. These developments should draw upon the experiences of the past (Iraq, North 
Korea) and the present (Iran, Libya). 

5.1.New tools? Why and for what? 

5.1.1. Addressing the proliferation of the nuclear weapons and the nuclear disarmament 

To address effectively the proliferation of nuclear weapon and answer the new challenges, the 
international community needs to complete the legal framework it had started to set up ten years ago 
as stated in NPT 1995 Conference decision 2: the Additional Protocol and the Comprehensive 
Safeguards Agreements as universal standards for non-nuclear-weapon States, entry into force of the 
Comprehensive Test Ban Treaty, negotiation of a Fissile Material Cut-off Treaty, strengthening of the 
nuclear export rules and to supplement it by initiative and tools which prevent the dissemination of 
sensitive nuclear technologies as enrichment and reprocessing. 

5.1.2. Addressing the traffic of sensitive technologies 

The unveiling of the extension and range of activities of the A.Q. Khan multinational nuclear 
technology transfer network, prompted discussions on how to improve the export control rules as they 
apply in particular to dual-use items and guidelines in the Nuclear Suppliers Group (NSG) and on how 
the IAEA and the safeguards system could better control the transfer of sensitive item by means of the 
Additional Protocol. International legislation has already been adopted to outlaw proliferation of 
WMD by implementing United Nations Security Council Resolution 1540 and to block the illicit trade 
with the Proliferation Security Initiative (PSI) by a group of concerned States and to amend the 
Suppression of Unlawful Acts at Sea Convention (SUA, see introduction) at United Nations 
International Maritime Organisation (IMO).  

Drawing a lesson from the discovery of Libyan and Iranian undeclared enrichment programme and the 
role of the A.Q. Khan black market network, discussions has been conducted under the auspices of the 
IAEA DG on a multilateralisation of the nuclear fuel cycle and assurances of supply to prevent the 
dissemination of sensitive nuclear technologies and keep them under the control of the international 
community [18]. 

5.1.3. Addressing the Security of nuclear and radioactive material 

In the aftermath of the 9/11 terrorist attack the international community became aware of the risk 
posed by the potential use of radionuclide materials as radioactive sources or spent fuel not under 
adequate protection, for a radiological attack, in particular materials stored in the former Soviet Union. 
Actions have been taken in the framework of the G8 within the Global partnership, Global Threat 
Reduction Initiative on radioactive sources and amendments to strengthen the Convention on the 
Physical Protection of Nuclear Material (CPPMN), the IAEA nuclear security programme and the 
code of conduct on the safety and security of radioactive sources. 

5.1.4. Addressing the proliferation of means of delivery 

The question of means of delivery, ballistic missiles, cruise missiles and other means such as 
unmanned aerial vehicle (UAV) needs to be dealt together with the question of nuclear weapon 
proliferation or the threat of terrorism. Iran, Iraq, North Korea and Libya, all have acquired or 
developed various means of delivery adapted to their security environment. Delivery capabilities 
should be an important element in the evaluation of State proliferation potential "as a whole": 1) The 
possession by a proliferating state or a terrorist group of means of delivery able to carry WMD 
reinforces considerably the credibility level of the threatening capability; 2) Ballistic missiles have 
become an exchange currency in the proliferation "bazaar". It is now assumed that North Korea (and 
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possibly other countries) has exchanged missile technology for centrifuge technology with the A.Q. 
Khan network; 3)Instruments to prevent the illicit export of missile technology are only on a voluntary 
basis. The Missile Technology Control Regime (MTCR) should be strengthened to include new means 
of delivery and the adherence to the Hague Code of Conduct (HCoC) promoted. 

5.2. How advanced technologies can contribute to tackle the threats? 

To be efficient and credible a non-proliferation or disarmament international instrument such as the 
NPT/IAEA Safeguards, CTBT, CWC, etc, should rely on efficient and credible verification tools that  
are capable of producing quick, un-ambiguous and reliable assessment of difficult situations (as it has 
arisen with the implementation of safeguards in Iran). Most of the time, investigation of suspicious 
activities has to be made in a hot political context and assessment of events has to be delivered within 
a short time period. The assessments have to be un-ambiguous, reliable, and trustworthy and, in cases 
of non-compliance, the evidence should be convincing; of course, efforts should be made to minimize 
the cost of the investigations. An organisation in charge monitoring for and verifying compliance with 
the non-proliferation commitments needs to a “tool box” of the most sensitive and reliable 
technologies. It also needs the assistance of the member States and their strong support in research and 
development. The importance of technologies for IAEA safeguards implementation, on-site 
inspections in a future CTBT and other treaties discussed extensively by a number of contributors to 
this volume; some examples of applications of these technologies are shown in Figures 11 & 12. 
satellite imaging for assessment of Iran sites Natanz, Parchin, Lavisan, Esfahan, environmental 
sampling and ultra-traces analysis for enriched uranium contamination of centrifuges parts in Libya, 
Iran and Pakistan (Figure 13), information collection and analysis for assessment undeclared past 
activities in Korea and Egypt, remote monitoring and advanced inspection equipment such as ground 
penetration radar to carry out design information verification (Figure 14). However, without a strong 

political commitment, the implementation of the best technologies is useless. 

 
Environmental monitoring 

Ultra-traces analysis of environmental samples at the DASE 
clean laboratory 

Source CEA/DAM/DASE 

 FIG. 13  

 

 
Geophysical survey 

Ground Penetration Radar for DIV 
Source CEA/DAM/DASE   

FIG. 14 

 
5.3.A focus on nuclear fuel cycle and materials [19] 

The discovery in the past few years that several non-nuclear-weapon States were able to conceal for 
decades research and development activities on sensitive technologies, procurement or manufacture of 
related equipment (e.g., centrifuge components, laser enrichment parts), often through a clandestine 
procurement network of technology and know-how, and fissile material production activities, (as UF6, 
U metal, UHE, plutonium, Polonium) mainly related to uranium conversion and enrichment and 
reprocessing,  have raised new concerns and call for new types of responses. 
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Diversion of nuclear fuel cycle sensitive technologies 
Source CEA/DAM 

FIG. 15.  

The findings of the IAEA have highlighted the possibility of a scenario where one non-nuclear-
weapon State masters centrifuge enrichment technology or laser enrichment technology and constructs 
and operates an enrichment facility for peaceful purpose under the umbrella of IAEA, possibly with 
foreign open assistance and parallel, the State constructs an undeclared facilities at a concealed site, 
using the acquired know-how and operates this facility to manufacture nuclear weapons components 
(Figure 13). At a later time, the State may decide that the time is ripe to dismiss its commitments and 
to withdraw from the NPT with a three-month notice under the provisions of NPT article X. The 
concern created by this possible scenario has generated several proposals to address the problem; 
among these are the proposal of President Bush to not allow access to sensitive technologies to State 
which do not already have a complete nuclear fuel, the idea put forward by the Director General of 
IAEA that sensitive facilities should operate under international control or the French proposal based 
on adherence to the additional protocol and several other criteria. The capacity of the IAEA to detect 

concealed sites hosting undeclared uranium enrichment/reprocessing activities and to develop 

adequate technological means for doing so should be addressed and improved in the framework of 
the IAEA Safeguards Research and Development Programme, Member States Support Programmes 
(MSSP) and recommendations of the SAGSI and the Committee 25. 

5.4. An EU security prospective 

The European Defence & Security Policy has taken into account the threats of proliferation of weapon 
of mass destruction and hyper terrorism. Following the Thessaloniki summit joint declaration, the 
European strategy has been spell out in the document "A secure Europe in a better world". Actions on 
technologies research and development have been launch as the "Preparatory Action in the field of 
Security Research and development (PARS) to prepare the future and support international 
organisation [20]. 

6. Verifying compliance is the key but how to enforce it? 

6.1. Compliance 

Whatever the potential efficiency of the new instruments and of the strengthening of the ones in 
forces, the international community will decide and the power of the range of technologies developed 
to support them, all these efforts could be meaningless if there is no way to redress non compliance 
once it has been establish. In that perspective several issues are developed hereafter. 
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6.2. Verifying compliance / The needed authority and resources 

Compliance can only be verified effectively to the degree that States honour their political 
commitments. The organisation which is charged with the responsibility to verify compliance should 
be given the necessary authority from the international community to do so. For example, the IAEA in 
implementing the Comprehensive Safeguards Agreements and Additional Protocols should have the 
appropriate authority to be able to carry out verification activities at suspicious sites or facilities while 
respecting the sovereignty of the State. The major challenge of organisations like the IAEA is 
confronted is to be able to monitor commitments compliance as a whole. That means it should be able 
to detect undeclared material and activities and illegal transfers (for example the development of a 
clandestine uranium enrichment capacity with transfers of know-how and technologies through an 
undercover network and sensitive equipment fabrication delocalisation in a third country. To answer 
this challenge, IAEA should rely on advanced information processing and detection technologies as 
remote monitoring and sensing (satellite imagery), environmental sampling for forensic investigation, 
modern inspection equipment. Agency should also be able to collect, process, fusion and analyse 
information from diverse sources: verification activities, states declaration, open sources and "third 
party" information (as intelligence). As the Agency is not a research and development institution and 
has no mean to collect intelligence, the support of member state to provide adequate know-how, 
equipment and training is a requirement to allow the organisation like IAEA to discharge their 
responsibilities. In return, to take advantage of these improved capacities efficiently and without the 
risk of sensitive information dissemination, international bodies have to improve their management, 
operation mode and procedures. 

6.3. Enforcing compliance / a renewed role of the UN Security Council 

All the efforts of the international community to patch loopholes and strengthen tools to stop 
proliferation and prevent nuclear terrorism would be doomed to fail if states do not give themselves 
appropriate collective means. Atop these means is the power and involvement of the United Nation 
Security Council (UNSCR) to resolve crises. The role, composition and mandate of the Security 
Council should be revisited: extended and reinforced and backed by most leading States among them 
the P5 / G8 + India and some others. The UNSCR should also possibly rely on "body" of experts and 
inspectors to be able to intervene on all WMD issues. However, the way the Security Council is 
currently answer to Iran' breaches of undertakings does not seem to go in that direction. 

7. An attempt to look forward 

For the time being, considering the current situation, the prospects of stemming proliferation are not 
encouraging. Adherence to international instrument to strengthen nuclear non proliferation regime and 
stop development of nuclear weapons are on non proliferation are proceeding at slow pace. Given the 
urgent challenge the non proliferation regime has to face, the outcome from the 2005 NPT Review 
Conference are particularly disheartening. Thought the challenges are now clearly identified, States 
parties to the NPT were unable to agree on how to strengthen the implementation of the treaty. 
Proliferation issues are not on the way to be settle except for Libya and Iraq, most of the files do not 
get to close soon. North Korea has withdrawn from the NPT and is still a threat. By now nobody can 
have a clear view on DPRK capacity: how large is there weapon-grade plutonium stockpile? How 
many nuclear weapons they do have now? Are they able to produce high enriched uranium? How 
much are they able to produce? Meanwhile, they continue to develop ballistic missiles able to carry 
WMD payload possibly nuclear at long distance and have still the capacity to trade missile technology 
against nuclear technology. Iran is challenging the international communities and the IAEA. It has 
resume its conversion and enrichment activities and is rejecting all technological and commercial 
offers any other countries would have accepted, giving the feeling that it is obviously trying to save 
time to be able to advance as far as possible its nuclear weapon programme. 

8. Conclusion 
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In the beginning of the 21st Century, the international community has to tackle new threats which 
challenge the nuclear regime and call for appropriate responses. These threats are various and linked 
together: Threats of clandestine nuclear weapon programme development under the umbrella of the 
NPT membership as for Iraq, Iran, Libya and North Korea; threats of the dissemination of sensitive 
technologies and nuclear material from States non NPT parties as for Pakistan and the A.Q.KHAN 
nuclear black market; threats of hyper terrorism from sub state groups acquiring radioactive or fissile 
material, threats of the development and acquisition by the same entities of WMD means of delivery. 
Loopholes in the non proliferation regime and limits of instruments have been identified. Thinking 
drawing on from past crisis experience have been carried out by responsible States and organisations 
in charge. New proposals and multilateral initiatives and agreements have been table to strengthen the 
different aspects of the regime with a focus: on export controls and the prevention of the diversion of 
sensitive technologies of the nuclear fuel cycle, and on the security of fissile and radioactive materials. 
National legal disposition should outlaw proliferation related activities and trade as call for by UNSCR 
1540. Implementation of these initiatives and operation of these new tools should rely on the further 
development and use of advanced technologies at national or international level (IAEA, CTBTO,…). 
But all the efforts of the international community to strengthen tools to stop proliferation and prevent 
nuclear terrorism are bound to fail if states does not give itself appropriate means by promoting 

universal adherence to a strengthened non proliferation regime, enforcing compliance to 

undertakings through appropriate verification systems based on the best technological means and 
successful inspections under a strong mandate and bringing a strong political and technical support: 
to the organisations in charge and effectively implementing the international law through the United 

Nation Security Council (UNSCR) the role of which should be revisited: extended and reinforced, 
backed by a possible "body" of expertise and inspectorate corps. 
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